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Aspectos Iniciais

Multiplos Conhecimentos
Juridico
Seguranca Cibernética
Processos/Negdcios
Sistemas
Office 365 / Google Suite
Suporte Analdgico
Abordagem MID — Medo, Incerteza e Duvida
Inventario!

Planejamento!
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Exemplo de Preparacao

Fase 2

Plano de Agao
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Visao Estruturada

. ~ Sanc¢Oes
Organlzagao Responsabilidade
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Atividades do Plano de Acao

Alinhamento com o
Negacio

Ajustes nos
Processos e
Costumes

Capacitacao
privacy by default
privacy by design

Inventdrio de
Sistemas, Ativos
Cibernéticos e
Suportes Analdgicos

Documentagao dos
Conjuntos de Dados

e seu Ciclo de Vida

Adequacao e criagao
de Politicas

Contratos e Relagao
com Terceiros

Adequacao de
Sistemas

Seguranca
Cibernética /
Demonstrar

Seguranca
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Gestdo de Incidentes
/ Capacidade de
Resposta

Modelo de Prestacgao
de Contas

Nomeacao do DPO




Ativos da Informacao

@ CIS Controls” . || Camada 3 - Ativos Cibernéticos
\P B8 Ambiente Interno (datacenter)

-- S8 Contrato Microsoft e Aplicacio do usudrio Contratos,

ﬁ> i Menzagem Instantanea e Redes Sociais

| Politicas e
ﬁ’ B2 Muvem (laas - PaaS - SaaS - Storage) / Capacitagao

m Microsoft

Compliance Manager i S Suporte Analégico

\

Titular
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Seguranca Ciberneética

Basic CIS Controls
Inventory and Control of Hardware Assets Inventory and Control of Software Assets @ CI s CO n t rOI Sm

Continuous Vulnerability Management Controlled Use of Administrative Privileges

Secure Configuration for Hardware and Software on Maintenance, Monitoring and Analysis of Audit Logs
Mobile Devices, Laptops, Workstations and Servers

Foundational CIS Controls

Email and Web Browser Protections Malware Defenses

Limitation and Control of Network Ports, Protocols and Data Recovery Capabilities
Services

Secure Configuration for Network Devices, such as Boundary Defense
Firewalls, Routers and Switches

Data Protection Controlled Access Based on the Need to Know

Wireless Access Control Account Monitoring and Control

Organizational CIS Controls

Q Implement a Security Awareness and Training Program Application Software Security

@ Incident Response and Management Penetration Tests and Red Team Exercises
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